HacTponka ayTeHTuukaymm SAML SSO

Cnepytolwasn HacTporiKa npeanosiaraeT, 4To Y Bac yXKe eCTb y4YeTHas 3anucb C AOBEPEHHbIM MOCTABLLMKOM YA0CTOBEPEHMI. Bam
Heobxoaumo 3HaTb URL-agpec Bxona SAML n umeTb cepTudurkaT x.509, npesocTaBNeHHbI NOCTaBLLMKOM YAOCTOBEPEHWNA. Bbl
TaK>Xe A0J/KHbI ObITb 3HaKOMbI C popMaToM oTBeTa SAML oT Balwero nocTaBLUMKa.

HaCTpOI7IKy MO>XET BbIMOJIHATb TOJIbKO MOJIb30BaTEsb, MMEOLLNIA npaBa agMUHNUCTpPaTOpPA.

BxkniovyeHune SAML ayteHTucmkauumn

1. B NaHenn agMnHUCTpaTopa OTKponTe pasgen HacTporkm n nepenante Ha BkNagky AyteHTudunkaums.

2. Ha Bknagke SAML ycTtaHoBuTe chnar Bknouuntb pyHKUMIO eauHoro Bxopa. Ybenuteco, 4to B hanne admin/config.inc.php
ona napameTpa $conf['auth_remote'] yctaHoBneHo 3HaveHue 1.

3. B none Pexxum ayteHTudukaumm soibepute Tpebyemblii pexkxum. Mo ymonyaHuio ycTaHosieHo Pa3pelueHbl obe
ayTeHTUdUKauun. [locTynHbl cnefyowme 3Ha4yeHns:

Pa3pelueHbl 06e ayTeHTudUKauum. MNonb3oBaTtesb cMoXeT BoTu B KBPublisher, ncnonb3ys SSO n/unm BCTPOEHHYO
ayTeHTudunkauyumio.

Pa3speweHa Tonbko SAML ayTteHTuduUKaumsa . lNonb3oBaTeslb CMOXKET BOWTU B CUCTEMY, UCMOJIb3YS TOJIbKO SSO
ayTeHTudunkauumio.

Pa3spelweHa Tonbko SAML ayTeHTUdMKaLMA C aBTOMAaTU4E€CKUM BXOA0M . [10/1b30BaTElb CMOXKET BOWTU B
cuctemy, ncnosbsyst SSO ayTeHTUGMKaLMIO, U, eCN BO3MOXHO, Ha cepBepe SAML 6yaeT npuMeHsATbCS
aBTOMaTU4ecKasa ayTeHTUdMKaLus.

4. HacTtpownTe cnepytowme napameTpsl MpoBanpaepa npeHTudukaumm:

HasBaHue - M4 Ballero noctasLMKa eAMHOro BXxoda, kKoTopoe byneT oTobpaxaTbCs Ha CTpaHuLe BXOAa.
MpoBanaep — yHNKaNbHbIN NAEHTU(UKATOP Ballero nocTaBWmKa yaoctosepeHmin (obbi4Ho URL). MHorga moxeTt
Ha3biBaTbCs Entity ID.

URL cnyx6bl eauHoro sxoma — URL-agpec Bxona SAML, kyna KoHTponnep 6yneT HanpasisiTe 3aNpockl BXoAa B
cUcTeMy, MHULMMPYyEeMble NOCTaBLUNKOM cepBurca (SP). NapameTp obAa3aTeneH.

Tvn NOAKNIO4YEHUA CNYXXObl eAMHOro Bxopa — Bbl MOXXeTe U3MeHUTb NpuBaAsKy ans URL Bxoga. Mo ymonyaHuo
ncnonb3dyetcs HTTP-Redirect. Takxe ansa sBeibopa goctyneH Tun —HTTP-POST.

URL cny>x6bl eauHoro Beixopa — URL-agpec, kyna KoHTponnep bynet nepeHanpasisiTe NOJb30BaTeNen nocse nx
BbIxoda 13 cuctembl. Ecnm URL BbIXOA, He yKa3aH, TO Moc/sie BbIX0Aa U3 CUCTEMbI MOJIb30BaTelb MONaAeT Ha CTpaHuLy
aBTopu3auun B KBPublisher.

Tun nopkno4YeHUs cny>Xbbl e4MHOro Bbixoaa — Bbl MOXXETE U3MeHUTb NpuBsasky Ans URL Beixona. Mo ymMonyaHuio
ncnonb3lyetca HTTP-Redirect. Takxxe ans seibopa goctyneH tun —HTTP-POST.

KoHTeKkcTbl ayTeHTUdMKaUMKM — 3a[aliTe BO3MOXXHbIE 3HAa4YEeHNA KOHTEKCTa ayTeHTudnKaumn. Kaxxaoe 3HavyeHme
BBOAMTE C HOBOW CTPOKMN. YTOBbI MCNO/Ib30BaThb 3HAYEHME MO YMOJTHaHMIO, OCTaBbTE MoJjie NyCcTbIM.

Mpumepsi:

urn:oasis:names:tc:SAML:2.0:ac:classes:Password

urn:oasis:names:tc:SAML:2.0:ac:classes: X509

Ecnun none nyctoe, To NCNOMb3yeTCs 3HaYE€HNE MO YMOJTHaHUIO:
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

Ona Azure AD BBeaguTe: urn:oasis:names:tc:SAML:2.0:ac:classes:Password

CepTudukaTt oTKpbiTOro Knio4va cbopmarta X.509 — ceptudukaT X.509 13 KoHpuUrypaumm noctasLLmnKa
yOOCTOBEPEHNIA.

5. B cekunn CooTBeTCTBME MOJIEN NOJIb3OBATENA YKaXNTe, KakuMm obpa3omM nosib3oBaTenn, npoLlegLlune npoBepky
noannHHocTn SAML, 6yayT naeHtuduumnpoaHsl B KoHTponnepe KBPublisher:

ATpubyT SAML ansa ID YaaneHHOro nosib3oBaTens — YHUKajbHbIA AEHTUDUKATOP Nosb3oBaTeNsi B oTBeTe SAML.
3Ha4veHVe oTBeYaeT 3a NAEHTUPUKaLMIO NoJib30BaTeNA B 3anpocax Ha ayTeHTudukaumto. Mo ymonyaHuio
ncnonb3lyeTcs anemeHT SAML NamelD.

ATpmbyT SAML ons MMeHM Nonb3oBaTesNa — YKaxxnTe aTpubyT, coaep>xalwmii UMsi nosib3oBaTens. B npueeneHHOM
npumepe 3HavyeHue pasHo User.firstName.

ATpubyT SAML ana dbaMmunum nosb3oBaTensa — yKaxxute aTpubyT, coaepxxawmii hamununio nosb3osaTtens. B
npuBegeHHOM NpuMepe 3HavYeHne paBHoO User.lastName.

ATpnbyT SAML nonsa email nonb3oBaTensa — ykaxurte atpubyT, cofep>kalinmin agpec 31eKTPOHHON NOYThbI
rnosib3oBaTens. [lna Bcex nosb3oatenenn SAML 3HavyeHne 00/HKHO ObITb YHUKaNbHLIM. B npuBeneHHOM npumepe
3Ha4yeHune pasBHo User.email.

ATpubyT SAML ansa noruHa nonb3oBaTesiAa — YKakute aTpubyT, cofep>kalluin IorvH nosab3osatens. na Bcex
nonb3oBaTenen SAML 3HavyeHne A0/KHO BbITb YHUKabHbIM. B npuBegeHHOM npumepe 3Ha4veHne paBHO User.email.

NMPUMEP OTBETA

<saml:AttributeStatement>

<saml:Attribute Name="User.OpenIDName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">adynamo</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute Name="User.firstName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"



xsi:type="xs:string">John</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="User.lastName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Doo</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="User.email" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">John.Doo@example.com</saml:AttributeValue>
</saml:Attribute>

</saml:AttributeStatement>

6. YT06bl cOnocTaBmTb aTpubyThbl Fpynnbl SAML ¢ npusunernsmn n ponsamm KBPublisher, HacTpoliTe ATpubyT SAML ansa
npusunerun n Atpubyt SAML pnsa ponen. Micnonb3yemble BaMU HAaCTPOWMKN 3aBUCAT OT CTPYKTYpbl aTpnbyTa rpynnsbi
SAML B oTBeTe.

MpuMeyaHue: ITOT War MOXXHO NPONYCTUTb. EC/M Bbl OCTaBUTe MoJA NyCTbIMU, OHU He nepes3anunwuyTcs Npu Bxoae
rnosib30oBaTen B CUCTEMY. Bbl MOXKeTe Ha3Ha4ynTb HeobxoanMble npuBUAErnn N/Man Poaun No3xe.

MPUMEP OTBETA

<saml:AttributeStatement>

<saml:Attribute Name="User.OpenIDName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">adynamo</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute Name="User.group" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml:AttributeValue xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Editor</saml:AttributeValue>
</saml:Attribute>

</saml:AttributeStatement>

BHumMaHue! Ecnm conoctaBuTb rpynnbl SAML ¢ npusunerusamm KBPublisher, To Bcem noaxoasiwimnm nonb3osaTensm byaget
Ha3Ha4yeHa yka3aHHas npusunerus. Ecam y Bac otcyTcTByeT HeorpaHuyeHHas nuueHsns (Unlimited), n npeBbilleHO KONM4ecTBO
pa3peLLeHHbIX NoJib30BaTeiel, TO MPUBUJIErNSA HE HAa3HAYUTCS.

Wcnonb3ynTte Te Xe warn ana conocrasieHns atpmbyta SAML onsa ponen.

1. B none ATpubyt SAML pnsa npuBuaerum HaxMmTe KHomMky [...]. OTkpoeTcsi o0KkHO COOTBETCTBUA rpynn K
NPUBUJIETUAM.

2. HaxxmunTe KHoMKy [+] ona nobaBneHns COOTBETCTBUS.

3. B oTKpbIBLLIMXCA NONAX BBeAUTE Ha3BaHue SAML-aTpubyTa rpynnbl n 3Ha4eHne SAML-aTpubyTa rpynnel. BeibepuTte
npusuneruio B KBPublisher gna conoctasneHns. B npueeaeHHoM npumepe rpynna User.group conocTaBaseTcs co
3Ha4yeHuem Editor.

4. HaxxmuTe KHonKy JLo6aBuUThb.

5. Mocne pobaBneHns Bcex HEOOBXOANMbIX MPaBUN HaXXKMUTe KHornky FoToBo.

7. HacTtponTe napameTpbl CepBuc-npoBanaepa:

e MeTapaHHble. /Icnonb3yniTe 3Ty MHMOPMaumMio, 4Tobbl cBSi3aTb 6a3y 3HAHUI C BalUMM MOCTaBLLMKOM YA0CTOBEPEHUNA.

e Ceptudukart oTKpbITOro Kjswo4a opmarta X.509. Ecqv Baw nocTaBLMK yAOCTOBEPEHUA TpebyeT noanucek n/mnm
wnpoBaHne CoobLLEHN, CKOMUPYATE COLEPKMMOe CBOero cepTudmkaTa 1 BCTaBbTe €ro B Nnose okHa,
OTKPbIBAKOLLErocs Npu HaXKaTum KHOMKK [...].

e 3aKkpbITbIW KAIOY. EC/IM Bal NOCTaBLUUK yA0CTOBepeHUn TpebyeT noanmucek n/unu wndgposaHue coobLieHni,
CKOMUpYNTe COAEP>KMMOE CBOEro 3aKpbITOr0O KJIl04a U BCTaBbTe €ro B MoJie OKHa, OTKPbIBAIOLLLErOCS MPU HaXkaTuu
KHOMKMW [...].

e AnropuTMm nopnucu. Beibepnte anroput™m nognucm ansa Bcex 3anpocos SAML.

JononHuTenbHas KOHpUrypauua

o MepenucaTtb Nonb3oBaTesNs NpU BXxoae B CUCTEMY — NpefHa3Ha4YeHOo A1 3alaHNA BPeMEHU B CeKyHAaX, KoTopoe
HeobxoAnMO AN5 Nepe3anncu Nosib3oBaTeNIbCKMX AaHHbIX NpU BXoAe B cucteMmy. Beeaute 0, 4ToObl OTKI04NTE 06HOBNEHNS
OaHHbIX NONb30BaTEsNS NPU BXO4E B CUCTEMY. BBeanTte 1 onsa nepesanucy nosib30BaTeNbCKUX AaHHbIX KaXKAblA pa3 Koraa
MPUXOANT 3anpocC Ha ayTeHTudrkauymio.

¢ NHdopmaumusa o6 yueTHOI 3anucu nosb3oBaTena — roJjie ykasbiBaeT, MOXKET /1M NoJib3oBaTeslb 06HOBASATL MHOPMALMIO O
CBOEN y4eTHOM 3anucu. [oCcTynHbl 3Ha4YeHns:

o 0 - BbIKJIlOYEHO, MOJIb30BaTe/lb HE MOXKET 06HOBASATbL MHOPMaLIMIO O CBOEM aKKayHTe;
o 1 - BK/Il0YEHO, No/Ib30BaTesSIb MOXKET 06HOBISITb MHOPMALIMIO O CBOEM aKKayHTe;
o 2 - ABTO, 3aBUCUT OT APYrnX HacTpOeK.
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